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1. Purpose and Scope 

1.1 These Working Instructions explain the detailed rules for the: 

 classification of EIOPA documents according to a hierarchy of business functions, 

to facilitate their identification and management over time; 

 retention of EIOPA documents for the appropriate time, depending on their 

operational, legal and/or historical value; and 

 filing of EIOPA documents to facilitate both of the above. 

1.2 These working instructions relate solely to classification and retention, and not to related 

document management processes, which are covered by other internal governance 

documents:- 

Overview of Document Management Policies, Procedures & Working Instructions 

1.3 The provisions contained in this document supersede and replace Points 5, 6 and 8 of the 

Working Instructions on Files & Communication (WOI/DMO/30). 

1.4 The rules contained in this document are applicable to all temporary and contract agents, 

seconded national experts, (sub)contractors and trainees who create or receive 

documents in EIOPA’s document management system(s). 

2. Definitions 

For the purposes of this document, the following definitions shall apply: 

Archives Documents and records, regardless of form or medium, that are 

selected for long-term or permanent preservation due to their 

continuing historical or administrative value. 

Archiving Group of operations and processes needed to store and 

preserve documents with historical or research value for a long 

period of time, ensuring their integrity, authenticity, reliability 

and accessibility. 

Authoritative document The master version of a document which bears the 

characteristics of integrity and authenticity, and is preserved for 

its evidential or historical value. As distinct from copies or 

facsimiles. For electronic documents, the authoritative version is 

the one captured in the organisation’s official filing system (in 

EIOPA’s case, ERIS). 

Business Classification 

Scheme (BCS) 

Hierarchical and logical structure made up of a given number of 

interlinked headings at several levels, which allows for the 

intellectual organisation of EIOPA’s files on the basis of its 

activities. Sometimes referred to as a Filing Plan. 

Capture Refers to the entry and integration of a document into an 

agreed document management system which will appropriately 

manage documents and support their use over time. 

Classification Operation involving identifying documents and ordering them in 

categories following the logical organisation, principles, 

methods and rules of a filing system. Not to be confused with 
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the term “classification” in the sense of assigning a security 

level. 

Disposal Action taken on expiry of a document’s retention period; either 

destruction, review, or further preservation, as defined by a 

retention schedule. 

Document Recorded information, in whatever medium, which can be 

treated as a unit and is received by or created within EIOPA’s 

systems. 

Document Management 

System 

An electronic or physical information system which captures, 

stores, protects, preserves and provides access to documents 

through time according to corporate policies and requirements. 

EIOPA’s primary document management system is ERIS. 

File A logical accumulation of documents related to the same time-

limited case, event, project or other activity. Not to be confused 

with the term “file” that is used in IT systems to describe an 

individual document. 

Personal Data Any information relating to an identified or identifiable person 

('data subject') who can be identified, directly or indirectly, by 

reference to one or more specific factors (physical, 

physiological, mental, economic, cultural, social). 

Record A finalised document, which is maintained as evidence in 

pursuance of legal obligations or in the transaction of business. 

A record should be authentic, reliable and trustworthy. Once a 

document has been finalised as a record, it cannot be modified. 

Retention period The period of time for which a document needs to be kept 

based on its administrative usefulness and the statutory and 

legal obligations linked to it. When the retention period expires 

a document needs to be disposed of. (see also disposal, 

retention schedule) 

Retention Schedule A tool that identifies and describes EIOPA’s documents, and 

provides instructions for their maintenance and disposal. The 

schedule ensures that documents are retained for as long as 

necessary based on their administrative, fiscal, legal and 

historical value. 

3. Description  

Introduction and background 

3.1 Classification and retention are two vital records management concepts that allow an 

organisation to demonstrate intellectual control over its information assets. Specifically, 

this involves: 

 organising and grouping documents in a consistent and logical manner, 

according to the business context; and 

 keeping documents for the appropriate period of time, according to their 

operational, legal and/or historical value. 
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3.2 These Working Instructions describe the application of classification and retention in 

EIOPA’s Document Management System(s), through the use of two tools: the Business 

Classification Scheme (hereafter “BCS”) and Retention Schedule. The instructions also 

explain the importance of good filing practices to support the implementation of these 

tools. 

3.3 The structure of the BCS and Retention Schedule is explained in Annex 2. The BCS and 

Retention Schedule itself can be found in Annex 3. 

Business Classification Scheme: purpose and scope 

3.4 The BCS is the cornerstone of EIOPA’s document management framework. It provides a 

comprehensive, standardised and stable structure for intellectually organising and 

managing EIOPA documents over time. 

3.5 The concept of classification infers a logical rather than physical grouping. Therefore, 

although documents may “belong” in the same category, it does not necessarily mean 

that they must be stored together. This is also relevant in the case of “hybrid files” (files 

which consist of both a digital and paper element). 

3.6 The BCS applies to all authoritative business-related documents, in whatever format or 

medium on which they are stored. Notably, business-related emails are also included in 

the scope and – if containing important information or official correspondence – should 

be classified according to the activity they relate to, alongside other related documents. 

3.7 Although the BCS has been principally designed for implementation in EIOPA’s primary 

document management system (ERIS), it should also inform the organisation of EIOPA 

documents held in other systems. 

3.8 In accordance with best practice, the BCS is based on a hierarchical structure of EIOPA’s 

functions and activities (hence “business classification”). This ensures the highest 

possible level of stability, as functions are less likely to change over time than the 

organisational structure. It also avoids the inconsistency associated with subject-based 

classifications. 

3.9 As is usual for a Business Classification Scheme, the sections relating to facilitative 

(supporting) functions are significantly larger than those relating to core business. This 

reflects the horizontal and administrative nature of supporting functions, as well as the 

existence of specific retention requirements (e.g. financial regulations). 

Retention Schedule: purpose and scope 

3.10 The Retention Schedule defines the period of time for which EIOPA documents and files 

must be kept to meet administrative, operational and legal requirements. It also defines 

the action that should be applied to the files on expiry of this period (known as “disposal”). 

3.11 The Retention Schedule supports EIOPA’s accountability, by demonstrating that retention 

periods are assigned rationally and consistently. 

3.12 It also serves as evidence of EIOPA’s compliance with specific legislation, including,  but 

not limited to: 
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 Personal Data Protection2 (documents containing personal data are retained for 

no longer than required, in accordance with EDPS guidelines and the retention 

periods specified in the recordings of personal data processing); 

 the Archives Regulation3 (documents with potential archival value are identified 

and preserved, forming EIOPA’s institutional memory); and 

 the Financial Regulation4 (supporting financial documents are retained for the 

statutory term). 

3.13 Additionally, the Retention Schedule supports the administrative efficiency of EIOPA, by 

facilitating the prompt disposal of files as soon as their administrative usefulness has 

expired. The risks associated with retaining information – as well as data storage costs – 

are reduced by ensuring that documents are not kept longer than necessary. 

Retention periods 

3.14 The BCS and Retention Schedule consists of a hierarchical structure of three levels. 

Retention periods are only defined at the third level. It is not possible to classify 

documents or assign retention periods at the first or second levels. For example: 

 Level 1 02 STRATEGY AND INTERNAL COORDINATION 

 Level 2 02.01 Strategic planning and programming 

- Level 3 02.01.01 Strategy development 

3.15 The calculation of retention periods has taken a number of factors into consideration, 

including: 
 

 Legal and regulatory requirements for retaining certain categories of document; 

 The potential inclusion of personal data in the documents. The option of 

redacting, anonymising or pseudonymising personal data may be considered 

when they are included in documents that are not deemed to have archival 

value, and where the personal data is no longer required for operational 

purposes; 

 Recommended retention periods defined in the Commission’s Common Retention 

List; 

 Guidelines issued to the Agencies by the Historical Archives of the European 

Union, defining the categories of file that should be preserved permanently as 

archives (and made available to the public after 30 years). 

The retention period for each category of file is defined in the Retention Schedule (Annex 

3). The high-level selection criteria for archival preservation is defined in Annex 1. 

3.16 Retention periods should be applied, as far as technically possible, to all EIOPA 

information and documents, in whichever system(s) they may be stored. It is however 

                                                 
2 OJ L 8, 12.1.2001, p.1. 
3 OJ L 43, 15.2.1983, p.1; OJ L 243, 27.09.2003, p.1; OJ L 79, 25.3.2015, p.1. 
4 OJ L 298, 26.10.2012, p.1. 
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assumed that the authoritative version of electronic documents are stored in ERIS, where 

the appropriate retention period is automatically assigned within the system (see 3.35). 

3.17 Authoritative documents must be retained for the entire duration of the specified 

retention period, and must not be destroyed sooner unless there is a clear business 

justification (see 3.21). 

3.18 Copies (e.g. “convenience copies” kept by individual staff members) may be destroyed 

before the end of the assigned retention period, and in any case should not be retained 

any longer than the authoritative version of the document. 

3.19 The Retention Schedule does not cover back-ups; nevertheless, to avoid non-compliance 

with retention periods, it is essential that back-ups are not retained longer than the 

periods specified in the Retention Schedule. Moreover, as back-ups exist for immediate 

recovery purposes (restoring data to the latest version), and not for long-term retention 

of business information, the retention period for back-ups should be a matter of months 

rather than years. 

3.20 In the case of an ongoing audit or legal action, files may be retained for longer than the 

specified retention period, e.g. until two years after completion of all relevant 

proceedings. In such cases, a hold shall be placed on the file which shall ‘pause’ the 

retention schedule. When the file is no longer required, the hold shall be released, and 

the disposal action may be executed as normal. 

Administrative deletions 

3.21 In certain circumstances, it may be necessary to delete a document in ERIS before the 

end of its retention period has been reached. The circumstances in which this may be 

considered are: 

 the document is a duplicate, with the authoritative version stored elsewhere in 

ERIS; 

 the document was uploaded in error, or to the wrong location; or 

 the document has no business or contextual value; 

 the document includes personal data of which erasure has been requested by 

the data subject5. 

3.22 In such circumstances, a staff member can request a deletion using the normal support 

ticket process in ERIS. If no objections are foreseen, the Document Management 

Specialist will action the request in the system. EIOPA’s Data Protection Officer (hereafter 

“DPO”) will be involved in case the deletion involves personal data.  

3.23 The reason for the deletion and the staff member requesting it will be recorded in the 

system. These details – together with a subset of the document’s metadata – will continue 

to be retained in the system indefinitely, for accountability purposes (see 3.31). 

                                                 
5 Deletion of the entire document may be considered in case a) the personal data is no longer necessary in relation to 
the purposes for which they were collected; and b) redaction, anonymisation or pseudonymisation of the personal data 
is not feasible. This shall be assessed on a case-by-case basis. 
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Disposal actions 

3.24 Disposal actions shall be applied on 1st January following the expiry of the retention 

period. This shall be a yearly exercise. 

3.25 Possible disposal actions are: 

Destruction The files are destroyed 

Review 
The files are reviewed to determine if they should 

be destroyed or preserved as archives 

Permanent Preservation The files are retained permanently within EIOPA 

Transfer to Historical Archives 

The files are transferred to the Historical Archives 

of the European Union (HAEU) once they are 30 

years old, and made available to the public6 

Selection 

A sample or selection of files is chosen for 

archival preservation, while the remainder are 

destroyed 

The disposal action for each file category is defined in the Retention Schedule (Annex 3). 

The Retention Schedule shall always be referred to before implementing any disposal 

actions. 

3.26 The implementation of disposal actions shall be initiated by the Document Management 

Specialist, using the RecordPoint disposal workflow in ERIS. The workflow involves a 

request for approval from the relevant Head of Unit and/or Head of Department (hereafter 

“Approver”), prior to implementing any disposal actions. 

3.27 Each Approver shall be emailed a link to a list of files that are due for disposal. Details 

about each file7 can be viewed and accessed from the list. 

3.28 Each Approver must respond to the workflow by Approving or Rejecting each file in the 

list. If Approved, the relevant disposal action will be applied according to the Retention 

Schedule. If Rejected, a reason must be provided. 

3.29 Any Rejected items will be reviewed for further action. This could involve reclassifying 

or resentencing the items (if a particular file should be retained for a longer period). 

The DPO may be consulted in such cases. Details of the decision will be recorded in the 

file metadata, in all cases. 

3.30 The decision to consult other staff members in the disposal review process is at the 

discretion of the Approver; depending on whether additional contextual knowledge about 

the files is needed to make a final decision. 

3.31 Following the destruction of an electronic document, the system will retain a subset of its 

metadata, as well as details of the disposal action itself. Such details shall include: 

                                                 
6 In the case of digital archives, EIOPA shall provide the HAEU with permanent access to the documents in such a way 
as to allow the HAEU to fulfil its obligation to make the historical archives accessible to the public. 
7 Details shall include: file title, Record Number, name of ERIS site and document library, the disposal action and due 
date, and a URL to the file location in ERIS. 
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 The classification applied to the document; 

 The type and date of the disposal action applied; 

 The name of the user that approved the disposal action; 

 The name of the user that implemented the disposal action; 

 Any additional notes or comments relating to the disposal. 

These details can be used to support EIOPA’s accountability. They prove that a specific 

document did exist and was disposed of on a certain date according to a standard, 

auditable procedure. 

3.32 Once an electronic document has been destroyed via the disposal process, it can no longer 

be opened or accessed from anywhere in ERIS. Only a subset of its metadata shall remain. 

This is by design; if the Retention Schedule specifies that a document should be destroyed 

at the end of its retention period, then it should not be possible to consult that document 

beyond the specified period. 

3.33 For non-electronic files, the disposal process shall follow the same approval workflow as 

described above. However, the actual implementation of disposal actions must obviously 

take place outside of ERIS. The destruction of non-electronic files must comply with the 

methods described in the Rules on Handling EIOPA Information and Documents8. 

Application of classification and retention in ERIS 

3.34 The BCS and Retention Schedule are already implemented in the back engine of ERIS 

(RecordPoint). Whenever a document is created or uploaded in ERIS, it is automatically 

assigned the appropriate classification and retention period according to rules configured 

in RecordPoint. In other words, the structure of ERIS is “mapped” to the BCS, and the 

retention period assigned to a document depends on where it is captured in the system; 

and in some cases, the metadata applied to it. 

3.35 It is therefore not necessary for staff members to manually classify documents against 

the Business Classification Scheme; only to capture and file documents appropriately in 

ERIS, according to the function, project or activity they relate to. 

3.36 Nevertheless, if a document is found to be unclassified or incorrectly classified, the 

Document Management Specialist should be made aware, so that corrective action can 

be taken. 

3.37 The Document Management Specialist may also conduct regular or ad-hoc monitoring of 

classifications and retention periods, to ensure they are correctly applied in the system. 

3.38 Documents can be manually reclassified (individually or in bulk) to correct any errors, or 

in cases any changes are made to the Retention Schedule (see 3.57-3.61). 

Filing: purpose and benefits 

3.39 To facilitate the application of classifications and retention periods, EIOPA documents 

must be kept in files.  

                                                 
8 WOI/LSO/36, p.15. 
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3.40 A file is a time-limited aggregation of documents, relating to a specific project, case or 

activity. A file is not a collection of unrelated documents. 

3.41 There are two main types of file: 

Action Files A file created for a unique, specific case which is inherently time-

limited in nature (i.e. has a clearly identifiable beginning and end). 

Examples: projects, audits, meetings, events, incidents 

Serial Files A file created for recurring activities, generally with an annual or multi-

annual duration, e.g.: 

Budget Planning 2018 

Budget Planning 2019 

Budget Planning 2020 

This facilitates a regular and efficient application of disposal actions 

for repetitive activities. 

3.42 In ERIS, “file” generally refers to the top-level folder within a document library9. A file 

may be identified by its Record Number, in the format ERIS.FXXXXXXXXXX10. 

3.43 Before creating a new file, it should be ensured that there is no pre-existing file for the 

case, project or activity in question. Files should not be created unnecessarily. 

3.44 Efforts should be made to ensure that there is only one file created for each case, project 

or activity. For cross-functional activities, an authoritative filing location must be agreed 

among the relevant staff members, into which all relevant documents must be filed. The 

Document Management Specialist may be consulted for advice in this regard. 

3.45 The scope of a file should not be generic or open ended. Instead, a file should be finite, 

reflecting a specific case, activity or project from beginning to end, and allowing the 

progress of the action to be traced. The timespan of a file should not exceed five years. 

3.46 A file may be made up of several sub-files (sub-folders), to further organise documents 

relating to the same case. All the sub-files together make up a single file. 

3.47 There is no limit to the number of sub-files that may be contained within a file. A file 

should not, however, contain sub-sub-files (sub-sub-folders) if it can be avoided. 

3.48 A file is considered “closed” when all actions relating to the project/initiative/case have 

been completed, and no further document has to be created or modified within the file. 

Retention periods start to be calculated from the moment of file closure. In most cases, 

this calculation is done automatically in the system, using the latest “Created” or 

“Modified” date field for the documents contained within the file. 

                                                 
9 The only exception to this are Project Sites in the Projects site collection (https://intranet/eris/projects), whereby 
each subsite is treated as a “File”. 
10 Original file numbers were in the format ERIS-FXXXXXXXXXX; changed for technical reasons. 
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3.49 Disposal actions shall – in most cases – be applied at the file-level, rather than on a 

document-by-document basis11. This approach is not only more efficient; but also ensures 

that contextual links between related documents are maintained for the entire duration 

of the applicable retention period. 

3.50 As well as facilitating the disposal process, good filing practices improve targeted 

searching and the overall quality and continuity of administration. Regular monitoring of 

filing practices shall be undertaken by the Document Management Specialist, as part of 

the governance framework of ERIS. Feedback and recommendations to improve filing 

practices will be fed back to each department, unit and team. 

File titles 

3.51 File titles should be clear, meaningful and unique. Although titles should be concise, they 

must also be sufficiently informative to reflect the action in question, and give an 

indication of the time period involved, for example: 

Document Management Strategy 2017-2020 – not just “DM Strategy” 

Financial Stability Report 2018 – not just “FSR 2018” 

Relations with European Commission 2015-2018 – not just “COM Docs” 

Budget Planning 2018 – not just “2018” 

Never “Miscellaneous”, “Old” or “General” 

3.52 Files relating to similar activities (particularly serial files) should be named consistently. 

3.53 Abbreviations, acronyms and jargon should be avoided in file titles as much as possible; 

in accordance with the Working Instructions on Naming Conventions for EIOPA 

Documents (WOI/DMS/45). 

3.54 Good file naming practices will assist the disposal process; as Approvers can make 

decisions more easily and efficiently made if the scope of each file is clear from its title. 

Application and review of Working Instructions 

3.55 These Working Instructions shall enter into force on 19 August 2019. 

3.56 The BCS and Retention Schedule shall be reviewed on an annual basis by the Document 

Management Specialist, in consultation with all EIOPA units and teams – as well as the 

DPO – to establish whether any alterations are needed. 

Change management and approval process 

3.57 The BCS is dependent on the mission of EIOPA in general. Therefore, although it is 

intended to remain stable over time, the BCS may be adapted if fundamental changes or 

reorganisations define a new mission or the attribution of new functions to EIOPA. 

                                                 
11 Notable exceptions to this rule include documents relating to non-selected candidates (recruitment campaigns) or 
non-selected tenders (procurement procedures), which must be destroyed sooner than the file itself. In these cases, 
disposal will be applied at the document-level for those documents that are assigned a shorter retention period. 
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3.58 The BCS and Retention Schedule are important governance tools, and any changes could 

have significant implications for EIOPA’s accountability. Therefore, any alterations must 

be recorded and trackable over time. 

3.59 Proposed changes to BCS categories or retention periods may be requested by staff 

members on an ad-hoc basis, when a need is identified. Such requests must be submitted 

in writing to the Document Management Specialist by the relevant Head of Department, 

explaining the business justification for the change. The corporate impact shall be 

assessed by the Document Management Specialist, in consultation with potentially-

affected units/teams – and the DPO, if relevant – before any changes are approved and 

implemented. 

3.60 In case of a lack of consensus between affected units/teams, the decision on whether to 

implement the change shall be escalated to Senior Management. 

3.61 A log of all requested and approved changes to the BCS and Retention Schedule shall be 

maintained by the Document Management Specialist and shall itself be retained 

permanently12. 

4. Roles and Responsibilities 

4.1  It is the responsibility of all staff members (temporary and contract agents, seconded 

national experts, trainees and - where relevant - contractors) to capture and file 

documents appropriately in ERIS), to support effective classification and retention as 

described in these Working Instructions. 

4.2  The Document Management Specialist is the owner of the present document, having 

the responsibility of monitoring compliance with the provisions contained therein. The 

Document Management Specialist is also responsible for maintaining the BCS and 

Retention Schedule, initiating and implementing disposal actions, and offering advice and 

support on document filing and retention to all EIOPA staff members. 

4.3  Heads of Department and Heads of Unit are responsible for the timely review and 

approval of disposal actions during the annual disposal exercise, in line with the deadlines 

communicated. HoDs and HoUs are also responsible for ensuring that the provisions of 

these Working Instructions are properly applied and used by the staff under their 

coordination. 

4.4  The Data Protection Officer (DPO) is responsible for providing advice and 

recommendations on personal data retention issues. 

5. Personal data protection 

Any processing of personal data necessary in the process of document classification and 

disposal shall be performed in accordance with Regulation (EU) 2018/1725 of the 

European Parliament and of the Council of 23 October 2018. 

                                                 
12 The log shall include: name and business unit of the requestor, details of proposed change, business justification 
reason, whether the change was accepted, and date of implementation. 
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